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Topic 1, Northwind Traders, Scenario

Background

Northwind Traders has been one of the top three Internet florist Web sites for the past
three years. During an average day, the company processes 50,000 orders. However,
during the week before Mother's Day (the second Sunday in May), the order volume goes
up dramatically. Last year, the company processed 1 million orders during this week.
However, the Web site did not perform well. Northwind Traders estimates that it lost as
many as 1 million additional orders.

This year, the company expects traffic on the Web site to be double that of last year.
Northwind Traders wants to make sure that the Web site infrastructure is prepared to
handle as many as 4 million orders during the week proceeding this year's Mother's Day.
Performance data gathered during the Mother's Day period last year shows that the
following areas were significant bottlenecks:

1. Access to the product catalog database

2. The network connection from the Internet data center to the Internet

3. SSL Session initialization

Existing Environment

The company's Web site is currently located in one Internet data center in San Francisco,
as shown in the data center diagram.

Note: Firewalls, routers, the staging server, and
the network infrastructure are not shown in this
diagram.

1 00-Mbps switch |
Back-end network

Four SQL Server
computers

Front-end network

=)

Eight Web Servers
The Web site has the following characteristics:
Web servers
1. Eight Web servers each contain four CPUs and 2 GB of RAM. The Web servers are
configured in an NLB cluster that has an affinity setting of None.
2. During peak periods on a typical day, the average CPU use for the Web servers is 40
percent.
3. During peak periods on a typical day, the average use of the network adapter on the
back-end network for each Web server is 25 percent.
Database servers
1. Four Microsoft SQL Server computers each contain eight CPUs and 4GB of RAM.
2. During peak periods on a typical day, the average CPU use for the SQL Server
computers is 20 percent.
3. During peak periods on a typical day, the average of the network adapter on the
back-end network for each SQL Server computer is 50 percent.
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Databases

1. Customer profile and login information is kept in one unpartitioned SQL Server
database.

2. The product catalog is kept in one unpartitioned SQL Server database and is updated
nightly.

3. Shopping cart state is managed in a SQL Server database.

General

1. All payment-processing traffic is encrypted by using SSL

2. There is no routing to the Internet from the back-end network.

Business Requirements

The following business requirements must be met for the Mother's Day traffic:
Temporary Internet data centers for the months of April and May

1. The Web site will be replicated to three new temporary Internet data centers.
Customers will be served by servers nearest their home locations.

2. The customer base will be divided into four regions of the country: northeast,
southeast, Midwest, and west. One Internet data center will be located in each region.
The existing San Francisco data center will serve the west region.

3. In the event of a network outage at one data center, the Web sites will remain available
and fully functional at other data center locations for customers in those regions.
Customers in the region experiencing an outage can reconnect to a Web site in another
region to place an order. However, any shopping activity not completed at the of the
outage will be lost.

General

1. Order response time must be almost the same as on a normal day.

2. All services of the Web sites must be highly available in the event of network or server
hardware failure.

3. The company's server administrators must be able to fully administer all servers from
remote locations.

4. Security of Web content and user profile information must be maintained at all times.
Technical Requirements

The following technical requirements must be considered

Additional servers

1. For the months of April and May, Northwind Traders will lease 24 servers to be used
as front-end Web servers. These servers each have two CPUs and 512 MB of RAM.

2. For the months of April and May, Northwind Traders will lease 12 servers to be used
as back-end SQL Server computers. These servers each have eight CPUs and 4 GB of
RAM.

General

1. Windows 2000 Advanced Server will be installed on all servers. Microsoft Application
Center 2000 will be deployed on all Web Servers.

2. Necessary network infrastructure services in the new Internet data centers will be
provided by the leases Web or database servers.

3. Only HTTP, HTTPS, and VPN traffic will be allowed through the firewall.

4. All content staging will occur in the San Francisco data center.

5. A common method will be used to replicate Web content from staging server to each
regional Web site. The replication method must have restart support in the event of a
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dropped connection.
Topic 1, Northwind traders (12 Questions)

QUESTION 1

You need to design a rollback and recovery strategy for content changes to the Web
servers. Which element or elements should you include in your design? (Choose all
that apply.)

A. Create an Application Center Web cluster that includes the two staging servers.

B. Add a second staging server on one of the new Internet data centers.

C. Create an Application Center COM+ cluster that includes the two staging servers.
D. Take one of the staging servers offline until it is verified that the newly deployed
content is error free.

E. Add a second staging server in the west Internet data center

F. Remove one of the staging servers from the synchronization loop until it is verified
that the newly deployed content is error free.

Answer: A, E, F

QUESTION 2
You want to optimize the SSL initialization for the Web site. Which two actions
should you take? (Each correct answer presents part of the solution. Choose two.)

A. Design NLB clusters to use the affinity setting of None for the Web servers.

B. Replace SSL encryption with IPSec.

C. Use HTTP for all Web site traffic

D. Add SSL hardware accelerator cards to all the Web servers.

E. Add SSL hardware accelerator cards to all of SQL Server computers.

F. Add SSL hardware accelerator cards to two Web servers in each NLB cluster. Filter all
SSL traffic to those two servers.

G. Design NLB clusters to use the affinity setting of Single for the Web servers.

Answer: F, G
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QUESTION 3

You nesd bo design the minirum network services necassary to support the new Inbernet daka centers, Move the
mmmmamthmﬂmnm {I_hanrlrmhmksuvmﬂﬂmply s each
retwork service only once, )
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Answer:

¥ou need ko design the minimum network services necessary to support the new Inkernet data centers, Move the
appropriake netwark service or services to each bype of host server, (Use only network services that apply, Use each
network service only ance, )

Host Server Type MNetwork Service

Collapse |

—m "Web Server Internet Connection Sharing

Internal CHS
Active Direckary Damain Conkroller

—l 20U Server Computer
WPM
WINS

< < [vlove

Remove ==

QUESTION 4

You need to design a method for the company's server administrators to manage all
their servers at the Internet data centers. Which method should you include in your
design?

A. Initiate a direct Telnet connection to each server over the Internet as needed.

B. Initiate an HTTPS connection over the Internet to each server as needed.

C. Initiate a VPN connection to a VPN server in each Internet data center over the
Internet. Then make a Terminal Services connection to each server as needed.

D. Initiate an encrypted Terminal Services connection over the Internet to each server as
needed.

E. Include a VPN connection to the Internet data center over the Internet.

Then make a Telnet connection to each server as needed.

Answer: C

QUESTION 5

You need to design a scalable architecture for the SQL Server clusters to support
the expected increase in volume before Mother's Day. You need to design database
integration to support the temporary Web sites at the new Internet data centers.
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Which three actions should you take? (Each correct action presents part of the
solution. Choose three.)

A. Design a partitioning strategy for the customer profile and login database based on
geographic location.

B. Design a partitioning strategy for the customer profile and login database based on
alphabetical order.

C. Design a partitioning strategy for the product catalog database based on alphabetical
order.

D. Design the Web sites to point back to the existing Web site for all database activity.
E. Design a replication strategy for the customer profile and login database for all Web
sites.

F. Design a replication strategy for the shopping cart state database within each Web site.
G. Design a replication strategy for the product catalog database for all Web sites.

Answer: A, E, G

QUESTION 6
You need to design the server infrastructure for the Internet data centers. How
should the leased SQL Server computers be deployed? (Choose all that apply.)

A. Install the leased SQL Server computers in the existing Internet data center. Create
four 4-node Cluster service clusters for all databases.

B. Install the leased SQL Server computers in the existing Internet data center. Combine
them with the existing SQL Server computers in a 16-node NLB cluster for all databases.
C. In each new Internet data center, create a 2-node Cluster service cluster for Customer
profile and shopping cart databases.

D. In each new Internet data center, create a 2-node NLB cluster for the product catalog
database.

E. In each new Internet data center, create a 4-node Cluster service cluster for all
databases.

F. In each new Internet data center, create a 4-node NLB cluster for all databases.

Answer: C, D

QUESTION 7

You want to reduce the risk of a network bottleneck between the Web servers and
the SQL Server computers. Which two actions can you take? (Each correct answer
presents a complete solution. Choose two.)

A. Configure all NLB and Cluster service traffic to occur on a private network.

B. Place each SQL Server cluster on a separate network segment.

C. Upgrade the SQL Server computer network adapters and switches to Gigabit Ethernet.
D. Place each SQL Server node on a separate network segment.

E. Add an additional 100-Mbps network adapter to each SQL Server computer on the
existing network segment.
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F. Configure the SQL Server computers to use a storage area network.

Answer: C, F

QUESTION 8

Your boss at Certkiller .com. Mrs. Certkiller, asks you to create a diagram that
shows how to replicate Web server content within each Web site. Use the
appropriate replication method to connect the appropriate sources and targets for
replication. Use only replication methods that apply.

Content Deployrment
Service
Cluster Synchronizakion
Staging Chuster Clister

Answer:
Service
Mew Deployment Wizard
Staging _ , Cluster - _ . Cluster
e —— Content Deplovment Cluster Synchranization % Member
Cortroller
Explanation:

The replication method must have restart support in the event of a dropped connection.
We therefore use the Content Deployment, and not the New Deployment Wizard.
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QUESTION 9

You need ko design clustering solutions for the different databases. Move the appropriate cluster method to each
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You need ko design clustering solutions For the different databases, Mowe the appropriate cluster method to each
database. {Use both cluster mehtods, Yoo will need to reuse custer methods.)

Database

Collapse |

_ g “ustomer Profile and Login
Cluster Service Cluster

_m Product Catalog
MLE Clusker

" Shopping Cart State
Cluster Service Clusker

< < [vlove

Remove:- -

Cluster Method

Cluster Service Clusker
MLE Clusker
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QUESTION 10

Twmadtuﬂmm an Internet DS naming strabegy For customers in &l the regions to connect to the appropriate Web
site, Move the aporopriate DS name to each customer location. (Use only DNS names that apply. You might nesd to

reuse DS names. )

Answer:
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ou need to design an Internet DMS naming strategy For custamers in all the regions to connect ko the approprigke Web
site, Mowve the appropriate DMS narre to each customer locatian, (Use only DNS names that apply, Yoo might need to

reuse DMS names. )

Customer Location

Collapse |

—M Mortheast

wini, northeast, northwindtraders, com
g Southeast

v, soukheast, northwindtrader s, coms

Il Micwest
s, ridwest, narthwindtraders. com

Explanation:

M ‘West = ‘CMDUE
s west, northwindtraders, com
s, morkhinderaders. com
Remove:- >

DMNS Name

vy, morthwinderaders. com

wnany, niortheast . northwindtraders. com
vy, soukheast, northwindkraders, cons
i wesk northwindtraders, com

v midwest northwindtraders, com

Alert: We wonder if for proper redundancy if ALL four regions should have one for the

region AND the main domain name?
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QUESTION 11

Use the replication sources, targets, and methods provided to create a diagramthat shows how to replicate

“Web server content ko the Internet data centers. (Use only replication sources, targets, and methods that
- apply.

Mlesk Staging e
Cluster Place here et Place here O el
Controller :
Chister Synchrnnizatinn
Answer:
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IUse the replication sources, targets, and methods provided to creake a diagram that shows how to replicate
Wehb server content to the Internet data centers. {Use only replication sources, kargets, and methods that

apply.
' I Southeast
'l;'n'est Content ‘ Staging Content Cluster
Cluster :
controller | deployment Server deployment Controller
Chister Synhirnnizatinn
Mew Deployment Wizard
Explanation:

The replication method must have restart support in the event of a dropped connection.
We therefore use the Content Deployment, and not the New Deployment Wizard.

QUESTION 12
You need to design the server infrastructure for the Internet data centers. How
should the leased Web servers be deployed?

A. Install 8 of the leased Web servers in each new Internet data center.

Create one 8-node NLB cluster in each new data center.

Create round-robin DNS entries for each NLB cluster.

B. Install 8 of the leased Web servers in each new Internet data center.

Create round-robin DNS entries for all 32 Web Servers.

C. Install all the leased Web servers in the existing Internet data center.

Combine the leased Web servers with the existing Web servers in a 32-node NLB cluster.
D. Install 8 of the leased Web servers in each new Internet data center.

Create two 4-node NLB cluster in each new data center.

Create round-robin DNS entries for each NLB cluster.

Answer: A
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Topic 2, Coho Vineyard, Scenario

The company has a testing lab that contains eight computers. When these computers were
used to stress test the four-member NLB cluster, all connections went to one server.
Business Requirements

Coho Vineyard's strategy is to provide relationship services to four communities of
interest. These communities are vineyards, retailers, restaurants, and individual
consumers. The following Web features will be included:

1. Chat and discussion forums must allow people in the same community to meet and
interact.

2. Efficient navigation must allow users to find items and accomplish tasks quickly.

3. Profiles that can be customized will allow users to focus on what interests them.

4. Security of transactions that include purchasing external products and services must be
provided.

5. Safeguards will protect the privacy of individuals. Users must be able to control which
information can be passed to others.

6. The initial membership within the four communities must support 20,000 members and
5,000 concurrent users.

7. All servers must be highly available.

8. The Web site cluster can be managed from a single console.

When a purchase request is made Coho Vineyard will route the request to the appropriate
destination for fulfillment. A small fee will be assessed to the seller. All steps of the
purchase transactions will be recorded.

Users will be able to find and compare wine and vineyard suppliers ranging from grapes
and crates to a specific wine in the store closest to them.

Technical Requirements

The following internal systems will be included.

1. Collaboration: Coho Vineyard plans to use Microsoft Outlook Web Access and
Microsoft Exchange 2000 Server as its collaboration infrastructure. Load testing shows
that a four-processor server that has 5,000 concurrent users runs at 60 percent utilization.
2. Accounting: All transaction details will be recorded on the company's mainframe
computer at headquarters.

3. Wine Market: User requests will be queried against production, inventory, and
scheduled services. Provisions need to be made to support transaction requests even
when all services are not available online.

4. Partners: A Microsoft BizTalk Server computer will be installed at each trading
partner's location.

5. Microsoft Application Center 2000 will be used to manage the NLB cluster.

6. All servers will run Windows 2000 Advanced Server.

The following additional design requirements must be met:

1. Only the firewall will have publicly accessible IP addresses.

2. It must be possible to ping the front-end adapters of all NLB servers.

3. Overhead traffic on the production network must be minimized

4. Changes to external firewall configuration of the IPP must be minimized.

5. The problem with NLB testing must be resolved.

Topic 2, Coho Vineyard (9Questions)
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QUESTION 13
Exhibit:
BizTalk
Server E
Computers

Trading
partner

BizTalk
Server
Computers

| location

Application
server

CLB
COM+ components

Client Computer

NLB Web
cluster

C D
—‘ Data

The architecture diagram is shown in the exhibit. You need to decide which primary data irterchange technologies
should be used ko connect the services and devices. Move each kechnology ko the appropriste connection {Use all

technologies, Use each technology ondy once. )

Connection Technology
Collapse |
- A HTML over HTTP
- B ADC
WL over HTTP
mC oo
|b LDAP
-AE
<< Move
Remove ==
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Answer:

The architeckure diagram is shown in the exhibit, ¥ou need to decide which primary data interchange technologies
should be used to connect the services and devices, Move each technology bo the appropriate connection {Use all
techrologies, Use each kechnology anly once, )

Connection Technology

Collapse |

A
HTML over HTTP

M B
0

‘mC
LDAP

-m D
&0

‘mE
#ML over HTTP Remove:>

= < Move

QUESTION 14
What is the most likely cause of the NLB testing problem?

A. There must be at least 16 devices accessing NLB to properly balance the load.
B. The affinity setting was set to Class C.

C. The affinity setting was set to None.

D. The round-robin DNS server was not configured properly.

Answer: B

QUESTION 15

The front-end network is currently configured as shown in the network diagram.
You want to improve performance of the front-end systems. Which action or actions
should you take? (Choose all that apply.)

A. Maintain client state in the NLB cluster.

B. Redirect the NLB cluster heartbeat to the internal network adapters.

C. Maintain client state across sessions by using cookies or URLs or both.
D. Apply a user authentication ISAPI filter to cache the current user token.
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Answer: B, D

QUESTION 16

You need to design an infrastructure for Outlook Web Access and Exchange 2000
Server. Which element or elements should you include in your design? (Choose all
that apply.)

A. Install Exchange 2000 Server on a four-node Cluster service cluster.

B. Install Exchange 2000 Server on a two-node active/active Cluster service cluster.

C. Create a single partition for all users.

D. Create two partitions for all users.

E. Install Exchange 2000 Server on a four-member NLB cluster that will not store user
account data.

Answer: B, D

QUESTION 17
Which data should you store in Active Directory? (Choose all that apply.)

A. accounting transactions
B. partner X.509 certificates
C. security groups

D. event logs

E. Web SSL keys

F. wine inventory

Answer: B, C, E

QUESTION 18
You need to ensure user privacy for Coho Vineyard customers. What should you
do? (Choose all that apply.)

A. Configure Microsoft SQL Server Mixed Authentication Mode for client access.

B. Require IPSec for all traffic between client computers and areas of the Web site that
contain user information.

C. Index all Active Directory attributes.

D. Encrypt sensate information stored in the cookies

E. Restrict access to attributes in Active Directory.

F. Require HTTPS for all traffic between client computers and areas of the Web site that
contain user information.

Answer: D, E, F

QUESTION 19
You need to design a remote management and monitoring strategy for Coho
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Vineyard. Which four elements should you include in your design? (Each correct
answer presents part of the solution. Choose four.)

A. Enable IP forwarding on the Web servers.

B. Install Application Center on a management server at headquarters.

C. Install the Application Center Administrative client on a computer at headquarters.
D. Request the Internet Presence Provider (IPP) to provide an [PSec VPN router
connection to the perimeter network (also known as the DMZ) of your Web site.

E. Add an additional network adapter to all servers on the perimeter network (also know
as the DMZ), and create a separate network.

F. Install Application Center at all trading partner locations.

G. Request the Internet Presence Provider (IPP) to open ports on the public firewall to
support Terminal Services connectivity.

H. Configure IPSec and network address translation (NAT).

I. Install Application Center on the Web servers.

Answer: C, G, H, 1

QUESTION 20
What should you use to improve availability of the Wine Market service?

A. cookies

B. SMTP

C. message queuing

D. TCP session time-out variables

Answer: C

QUESTION 21
Exhibit:
www.cohovineyard.com
131.107.01

Internet

LT

B ( Intranet
10.0.0.0/24

Firewall

Metwork

; Netwark
adapier Server adapter
Fvii BWM
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The netwaork, adapters are shown in the NUB duster diagram, Move the appropriate [P address or addresses to
each network adapter, {Use anly IP addresses that soply. You might need to reuse IP addresses.)

10,0,0,100 and 192.168.0,2

192.168,0,100 and 192, 168.0,101

131.107.0,1 and 192.168.0.102

= 192.168.0,100

Answer:
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The netwark adapters are shown in the MLE cluster diagram, Move the appropriate IP address or addresses ko
each nekwork adapter, (Use only IP addresses that apply, You might need to reuse IP addresses.)

Network Adapter IP Address
Collapse |
_mm FWiC 10.0.0.100 and 192.168.0,2
192,168.0,100 and 192.168.0,101 10.0.0.100
BT 10.0.0.101
10.0.0,100 10.0.0.100 -Ell'll:l 192.168.0.1

192.168.0.100 and 192.168.0.101
131.107.0.1 and 192.1658.0,101
131.107.0.1 and 192.1638.0.102
- BT 131.137.0.1

10,0,0.101 Slnie 192, 1658.0.100

192,168.0.100 and 192,168.0.102

— F'WM
192,168.0.100 and 192,168.0.102

Remove ==

Topic 3, Contoso Ltd, Scenario

Background

Contoso, Ltd., provides commercial and noncommercial real estate buying, selling, and
leasing services to a densely populated region. It has more than 100,000 listings and
employs approximately 3,000 agents in 120 offices.

The company's Web site provides free and unrestricted access to a complete listing of all
real estate properties except properties listed within the previous 24 hours. Those who
pay a membership fee gain access to the most current listings. Brokers in the branch
offices are responsible for adding new listings, but they often delay adding the new
listings.

The company's marketing department recently entered into a contract with another
company to add more details to the listing information and to expedite entry of records. A
new multimedia service is being introduced. It includes narration and allows users to
navigate panoramic views of selected properties.

An advertisement of the new features significantly increased the popularity of the Web
site. The number of page views per day increased from 10,000 to 100,000. This activity
is anticipated to continue to increase as more listings are enhanced.

Recently, an update to a mortgage calculator program on the Web server created a
conflict with the database hosting the user table. The anonymous access to the Web site
was unaffected. However, paid member could not access the new listings. The failed
service was not discovered for three days, causing embarrassment to the company.
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Existing Environment

The company's Internet Web site is hosted at an Internet Presence Provider (IPP) that has
redundant 100-Mbps connections to the Internet. The Web site is located on a single
network subnet and is contained on a two-node Cluster service cluster. Each server is an
active/passive configuration and has fiber connectivity to RAID 5 storage. Each server is
a domain controller and runs Microsoft Internet Information Server 4.0. Microsoft SQL
Server 6.5 is used for the membership database.

The company's headquarters is connected to the Internet by a T1 line. A staging server at
headquarters is used to update content to the production Web site. Membership updates
are made directly on the Web site's production server. Direct 56-Kbps frame-relay lines
connect to all branch offices. The connections have a committed information rate of 32
Kbps.

Tax and title information is hosted on the company's mainframe computer and is updated
daily from external sources.

Business Requirements

The company has established an aggressive schedule to enhance the Web site's content
and to add features. The following features must be added:

Web site:

1. Using a method similar to that of a shopping cart, members must be able to accumulate
portfolios for properties, and use online tools to explore and analyze the properties.

2. Popular listings will include multimedia files. After users specify a connection speed,
all subsequent content during that session will be delivered at the specified bandwidth.

3. Information that highlights regional attractions and services must be available to all
users.

4. Tax and title information must be available to members.

Content management

1. New listings must be processed on the same day they are received.

2. Content and configuration update procedures must be established, and extensive
monitoring must be enforced.

Security

1. The Web site must include methods for secure payments.

2. Office employers and the mobile sales force must have secure Internet access to
information.

3. Security, availability, and membership privacy must have the highest priority.

4. Buyers of homes must have secure access to their loan and purchase documents.
Technical Requirements

The company has established the following technical requirements:

Web sites:

1. All server must run Windows 2000

2. No single point of failure will be tolerated. However, short delays due to cluster
transitions are acceptable.

3. Membership records need to maintain a change history. The membership database
must be updated in real time. Changes to customer portfolios need to be maintained even
if a Web server fails.

4. All external confidential communication must be encrypted.

5. Employee services must be hosted on intranet Web servers.
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6. Buyers, tax, and title documents will be stored on the mainframe computer. The
connection between the mainframe computer and the Web site must be redundant. All
communications must be encrypted. The services supporting the connection must have
certificate-based authentication and support immediate changes to the network.

7. The headquarters must have redundant connections to the Internet.

8. The only publicly available IP address will be the firewall.

9. Microsoft Application Center 2000 will be used for health monitoring.

Multimedia

1. The multimedia feature will use non-streaming Macromedia Shockwave files. The
average size of each file is 2 MB. Currently, only 5 percent of the listings have this
feature.

2. The design needs to accommodate the fact that 50 percent of the listings will use
multimedia feature. Fault tolerance is required.

3. Components that support the multimedia and regional attractions features will perform
read-only operations on the multimedia files.

Lab testing

1. A lab was set up and preliminary testing indicated that more than eight NLB servers
running at capacity will saturate a 100-Mbps Ethernet segment. NLB clusters must not
contain more than eight servers.

2. Load testing of 5,000 users indicated that each connection will use an average of 1
Kbps, not including multimedia downloads.

Topic 3, Contoso Ltd (11Questions)

QUESTION 22

You want to plan for deployment of the company's frequently used Web pages.
Which three elements should you include in your plan? (Each correct answer
presents part of the solution. Choose three.)

A. Set up six Cluster service clusters that have 2 servers in each subnet and a shared
SCSI bus.

B. Set up and test round-robin DNS to forward to each server.

C. Set up two NLB clusters that have 6 servers in each subnet.

D. Set up one Cluster service cluster that has 4 servers and shared nothing storage.
E. Install the servers at the company's network.

F. Set up and test round-robin DNS to forward to each cluster.

G. Set up one NLB cluster that has 12 servers.

H. Install the servers at the Internet Presence Provider's (IPP) network.

Answer: C, F, H

QUESTION 23
What is the minimum configuration necessary to support the storage requirements
for the multimedia features?

A. four 18-GB hard disks in a RAID 0 configuration.
B. four 18-GB hard disks in a RAID 0 plus 1 configuration.
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C. six 18-GB hard disks in a RAID 0 configuration.
D. four 18-GB hard disks in a RAID 5 configuration.
E. seven 18-GB hard disks in a RAID 0 configuration.
F. seven 18-GB hard disks in a RAID 5 configuration.

Answer: F

QUESTION 24
You need to design a solution to host the membership records. Which element
should you include in your design?

A. Install Active Directory domain controllers.

Install a two-server NLB cluster that has SQL Server on each server.

Relocate the existing SQL Server computer to the company intranet.

Schedule nightly log shipping to each server.

B. Reconstruct the membership database on an LDAP server.

C. Install Active Directory domain controllers.

Install a two-server Cluster service cluster.

Install a SQL Server in an active/passive configuration to host the membership records.
D. Install Active Directory domain controllers.

Reconstruct the membership database in the Active Directory domain.

Answer: C

QUESTION 25

You want to design an appropriate end-to-end encryption strategy for Contoso, Ltd.
Create a diagram that shows the appropriate encryption type between end points.
(Use all end points. Use only encryption types that apply)

Encryption Types, Select from these

S5L
IPSec
PPTP
S5MIME
EFS
T,;;;:/\ Regional Office E-mall client "%
| T
e 14. £ Headquarters
Pacs here PWMTB
i3 Internet Fresanse Provider (1P}
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Answer:

Encryption Types, Select from these

55L

IPsec

PFTP

S/MIME

EFS

V';;T;/\ Regional Office E-mail client Mg
X
S e p—
= (e
Internet Fresanse Provider (IIF)

—

QUESTION 26

The network adapters are shown in the MLE clusker diagram, Mowve the appropriate IP address or addresses to
each network adapter, (Use only IP addresses that apply, ¥ou might need to reuse IP addresses,)

Blocks Authentication Type

Collapse |

_m Member user Ananymaus
; . Basic/55L
M Mon-member User
Kerberos
—M ‘Web Server EnpRnes
—l 50L Server Computer Digesk

_mm Server Administrator

< < Move

Remove:>
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Answer:

The network adapters are shown in the MLE cluster diagram, Mowve the appropriate IP address or addresses ko
each network adapter. (Use only IP addresses that apply. You might need ko reuse IP addresses.)

Blocks Authentication Type
Collapse |
_m Member user -':'-nl::nvmclus
Basic/S5L Basic /551
kKerb
—m Mon-member Lser ErQeros
Forkezza
Anonyrmous d
Digest
M ‘Web Server
Kerberos
— S0L5S iZ k
B S0L Server Computer P——
Kerberos
_gm Server Adminiskrakor
Kerberos Bomnue =

QUESTION 27

You divide your Web servers into two NLB clusters. You want to use Application
Center to add new member servers and deploy content changes from a single
staging Web server. How should you design name resolution?

A. Assign the public IP address to the stager Web site.

B. Assign the common virtual IP address to the stager Web site.

C. Assign the All Unassigned property to the IP address of the stager Web site.
D. Assign the Web cluster controller name to the stager Web site.

Answer: D

QUESTION 28
The security zones are shown in the security zones diagram exhibit.
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Security Zones

Internet Front Middle Back Internal
network

Internet

! ; / Internal
Firewall " : o network
Multiple Multiple Firewall

servers servers

Multiple
servers

You need ko seleck the appropriate security zone locations for services, Move the appropriate services bo the
appropriate security domains. Use all services, Use each service only one).

Zone locations Services
Collapse |
_m Internet Database that skores user session data
| o TR Mainframe compuker
Microsaft Management Console
— Middle Zompaonents that perform update
_m Back operations on confidential records in a

database

Internal Mekwork,
- Skaging server

Multimedia Files

< <Move Round-robin DMS server

Remove:>
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Answer:

¥ou need ko seleck the appropriate security zone locations for services, Move the appropriate services ko the
appropriate security domains, Use all services, Use each service anly onel,

Zone locations Services

Collapse |

—m Internet
Round-robin DMS server
—M Fronkt
Multimedia Files
Ml Middle
Ciababase that stores user session data
Components that perform update

operations on confidential records in a

database <<Move
M Back

Micrasoft Management Consale Remove:>

_m Internal Metwork
Mainframe compuker
staging server

QUESTION 29

You want the Web servers that support multimedia applications tot have maximum
performance. Which element or elements should you include in your solution?
(Choose all that apply.)

A. Configure components to run local to the Web server.

B. Configure inbound traffic and intracluster traffic on different network adapters.
C. Configure anonymous access to COM components.

D. Configure components to run remote of the Web server.

E. Adjust greater load weight to the computers that have faster processors.

Answer: B, D

QUESTION 30

You need to design a method to collect the events and performance logs for
long-term trend analysis from the NLB member servers. Which element should you
include in your design?

A. Back up the ACLog on the MMC console assigned to monitor the clusters.
B. Provide a persistent link between the Web servers' managed objects and the CIM
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repository.

C. Back up the ACLog on all the cluster members.

D. Buck up the ACLog only on the cluster controllers.

E. Configure all the WMI providers to write to a network share that has log shipping
enabled.

Answer: C

QUESTION 31

Your Internet Presence Provider (IPP) has peak-bandwidth rate plans. You want to
plan for a peak load of 5,000 concurrent users. You estimate a maximum of 100
multimedia views per minute. Which plan should you use?

A. 0-3 Mbps

B. 3-5 Mbps

C. 15-50 Mbps
D. 50-100 Mbps
E. 100-300 Mbps

Answer: C

QUESTION 32
You need to support the connection between the headquarters mainframe computer
and the Web site. What should you do?

A. Use EAP-TLS as the Routing and Remote Access authentication method.

B. Configure Resource Access Control Facility (RACF) on the mainframe computer.
C. Use CHAP as the routing and Remote Access authentication method.

D. Use MS-CHAP as the Routing and Remote Access authentication method.

Answer: A

Topic 4, Trey Research, Scenario

Background

Trey Research is a manufacturer of civilian and military aircraft with more than 100,000
employees in 40 countries. The primary manufacturing plants are in Canada, France, and
the United States. More than 20,000 marketing and sales employees are located
throughout the world. Many employees travel frequently to customer locations and trade
shows. Trey Research wants to implement a Web-based Customer Relationship
Management (CRM) solution to support these marketing and sales activities.

Trey Research has partnerships with five companies to provide sales services in countries
where Trey Research does not have a presence. Each of the partners has its own
Windows 2000 Active Directory forest in place for its internal company network.
Existing Environment

The existing network is shown in the network diagram.
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Perimeter Network

Business
partner

Internal
network

Domain  UNIX DHCP

= controllers servers
Business

partner

Firewall

Note: Routers and

e | switches are not
Multiple CRM Multiple CRM shown in this

Business
; i — applicaton ~ SQL Server ;
W www.treyresearch.com Multiple CRM pp diagram.

servers computers
Web servers

The largest data center is located in Toronto and includes a perimeter network (also
known as a DMZ). On the perimeter network, there are 150 Windows 2000 Server
computers and Unix servers that provide a variety of services to remote users. The
perimeter network is accessible from Trey Research's internal network, the Internet, and
a private communications network, or extranet. Dozens of direct links from trusted sites
make up the extranet.

All perimeter network servers are managed by administrators on the internal network.
The following services are on the perimeter network:

1. Highly available VPN servers

2. A dedicated Windows 2000 domain that has a one-way trust to an internal Windows
2000 domain.

3. Multiple domain controllers that are also Active Directory integrated DNS servers

4. Unix DHCP servers

5. WINS servers

6. Management servers for event log extraction from all servers on the perimeter
network.

Business Requirements

The following business requirements must be addressed by the CRM Web solution.
Connectivity

1. The CRM Web solution must be accessible from the Internet, extranet, and internal
network.

2. Sales employees must be able to connect to the CRM Web site from any system using
a supported browser and without needing to configure software. For example, an
employee must be able to connect to the Web site from an airport Internet kiosk.
Growth

1. The initial CRM Web solution design must provide for three years of growth.

2. The number of sales and marketing employees, including partners' employees, is
expected to remain at the current levels for the next three years.

Security

1. All communications of sensitive CRM data must be encrypted.

2. Trey Research has a policy of minimizing business communications over the Internet
with business partners.

3. Trey Research has stringent security policies, including auditing of all user account

Actualtests.com - The Power of Knowing




070-226

creation and maintenance. Only company employees are allowed to have accounts in the
internal network domain. Each employee's internal network domain account must allow
the employee to authenticate to any Trey Research system.

General

1. The CRM Web solution must be available 24 hours a day, seven days a week.

2. The CRM Web solution must use existing perimeter network services where
appropriate.

Technical Requirements

The following technical requirements must be considered:

CRM database

1. The CRM Web solution must store customer data in a single, unpartitioned Microsoft
SQL Server database that is updated frequently.

2. The SQL Server database size is expected to reach 200 GB at the end of the first year,
and is expected to grow 50 percent in each subsequent year.

3. The SQL Server database I/O must not suffer any decrease in throughput in the event
of a single failed hard disk.

General

1. The CRM Web solution will consists of Windows 2000 Web servers, Windows 2000
application servers, and Windows 2000 database servers.

2. The CRM Web solution must integrate with Windows 2000 for user authentication.
3. It is estimated that the SQL Server database activity will require a total of eight CPUs
and 4 GB of RAM during peak processing periods for the next three years.

4. Management servers on the internal network will automate extractions of event logs
from all CRM servers

Hosts on the perimeter network will use the following networks:

1. 131.107.0.0/16 subnets will be used for external-facing network adapters.
2.172.16.0.0/16 subnets will be used for internal perimeter network adapters.

3. 10.0.0.0/8 subnets will be used for dedicated heartbeat networks.

4. The internal network will use multiple subnets.

Topic 4, Trey Research (7 Questions)
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QUESTION 33

You need ko design the minimum enoryphion strategy for Trey Research users and partner users who need to
connect to the CRM Web site when they traveling. Connect the appropriate objects by using the appropriate

encryption methods, {Use only objects and Encryption methods that apply. You might need bo reuse encryplion
methods, )

Remote Deskbop Protocol (RDP)

Trey Research User (%  Place here CRM Web Server |
on Internet /T\
Place here
4 Place here
Partner User VPN Server

Answer:

Y¥au need ko design the mininurn encrypkion skrakegy Faor Trey Research users and partner users who need ko
connect ko kthe CRM Web site when they travelling, Connect the appropriate objects by using the appropriate

encryption methods, {Use onlv objects and Encryption methods that apply, You might need to reuse encryption
methods, )

IPSec

53l

EFS

PRTP

Femote Deskbop Protocal (ROP)

Trey Research User | =3Il % CRM Web Server
on Internet

7N

IP5eC
Partner User PRTP / G YPMN Server |

Actualtests.com - The Power of Knowing




070-226

QUESTION 34

You need to design a strategy For connectivity bo the S0L Server database cluster. Create a diagram that
shows which names to use o initiate a connection bo a SQL Server cluster node From a CRM application semver

and from a management server, (Use only connections that apphy).

MNLE Yirtual Server Name
(WCluster Service Virtual Server
Nanme

CRM Application Server ‘—I Place here |> SOL Server Cluster Node |

/N

Place here

Management Server |
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Answer:

You need ko design a skrateqy For conneckiviey ko the SOL Server database clusker. Create a diagramm that
shiows which names ko use toinitiate a conneckion to a 0L Server clusker node from a CRM application server
and from a management server, {Use onlv connections that apply).

Connection Name

MLE Yirtual Server Mame

Mame:

CRM Application Server = Cluster Service Yirtual Server 9 SOL Server Cluster Node

/|

Mode Mame

Management Server

QUESTION 35
How should Trey Research sales and marketing employees connect to the CRM
WEB site from an Internet kiosk?

A. Establish an HTTP connection and log on by using an individual Trey Research
internal network domain account.

B. Establish and HTTPS connection and log on by using an individual Trey Research
internal network domain account.

C. Establish an HTTPS connection and log on by using an individual Trey Research
perimeter network domain account.

D. Establish an HTTP connection and log on by using an individual Trey Research
perimeter network domain account.

E. Establish a VPN connection and log on by using an individual Trey Research internal
network domain account.

F. Establish a VPN connection and log on by using an individual Trey Research
perimeter network domain account.

Answer: C

Explanation: Answer should be B or C because you are using SSL, so you need
HTTPS!
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See statement: All communications of sensitive CRM data must be encrypted. Also,
diagram from question 1 says SSL. Since we have a perimeter domain (it says: A
dedicated Windows 2000 domain that has a one-way trust to an internal Windows 2000
domain). We would chose "C" and use the perimeter domain account.

QUESTION 36

You need to design the minimum operating system and appropriate cluster method
for the CRM SQL Server database servers. Which two elements should you include
in your design)

Each correct answer presents part of the solution. (Choose two)

A. Four-node NLB cluster.

B. Two-node NLB cluster.

C. Two-node Clusters service cluster.
D. Four-node Cluster service cluster.
E. Windows 2000 Advanced Server.

F. Windows 2000 Server

G. Windows 2000 Datacenter Server

Answer: C, E

Incorrect Answers:

F will not support Service Clusters

G is overkill, unless you need 3 or more nodes in a single service cluster

QUESTION 37

¥ou need ko configure IP roukes on each of the CRM servers, Move the appropriate routing configuration ko each
server interface, (Use only routing configurations that apply. You might need to reuse routing configurations. )

Server Interface Routing Configuration
Collapse |
_m CRMWeh Servers Mo Routing Required
131.107.0.0/16 Stakic Route Entries

Default Gat
172.16.0.0/1& el agteinay

—M CRM Application Servers
172.16.0.0/16
—M CRM S0L Server computers

172.16.0.0/16
10.0.0,008

= < Move

Remove =
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Answer:

¥ou need ko configure IP roukes on each of the CRM servers, Move the appropriate routing configuration ko each
server interface, (Use only routing configurations that apply. You might need to reuse routing configurations. )

Server Interface Routing Configuration

Collapse |

Mo Routing Required
Static Route Entries
Default Gateway

—m CRMWeb Sepvers
131.107.0.0/16 Defaulk Gateway

172.16.0.0/16  Skatic Route Entries

—M CRM Application Servers
172.16.0,0/16 Default Gateway
—M CRM S0L Server computers

172.16.0.0/16  Default Gatewaw
10.0.0,0/F Mo Rouking Required

= < Move

Remove:> =

QUESTION 38
You need to design hardware for the CRM SQL Server database servers. What is

the appropriate capacity sizing for the CRM Server database servers?

A. Two servers with four CPUs each and 2 GB of RAM each.
B. Two servers with four CPUs each and 4 GB of RAM each.
C. Two servers with eight CPUs each and 2 GB of RAM each.
D. Two servers with eight CPUs each and 4 GB of RAM each.
E. Four servers with two CPUs each and 1 GB of RAM each.
F. Four servers with four CPUs each and 2 GB of RAM ecach.

Answer: D
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070-226

vou need ko design networking services for the CRIM servers, Move the appropriate provider to each network, service,
(Use only providers that apply, ¥au might need ko reuse providers)

Metwork Service

Collapse |

g Directory Services
= R
_gg DS
< < [vlove
Remove> -
Answer:

Potential Service Provider

Dedicated CRM YPM Servers

Internal Mekwork: Active Directory Domain
Controllers

Perimeter Mebwork Active Directory Domain
Controllers

Dedicated CRM DMS Servers

Dedicated CRM Active Directory Domain
Caontrallers

Perimeter Metwark VPN Servers
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You need ko design networking services For the CRM servers, Move the appropriate provider bo each nebwork service,
{Use only providers that apply, You might need to reuse providers)

Network Service Potential Service Provider
Collapse |
_m Directary Services Dedicated CRM WP Servers
Perimeter Netwark Active Directory Domain Internal Hetwork Active Directory Domain
Contrallers Controllers
Perimeker Metwork Active Directory Domain
PN Controllers
Perimeter Metwork WPN Servers Dedicated CRM DNS Setvers
Dedicated CRM Active Direckary Darmain
-m DM5 . Contrallers
Petimeter Nebwork, Active Directory Darmain Perimetar Mebwark WP Servers
Controllers < <Move

Remove:>>

Topic 5, Wide World Importers, Scenario

Background

Wide World Importers was established in 1980 and has grown to more then 100 stores in
20 states. The company imports a variety of products from around the world. Some of
these products are one-of-a-kind.

The current Web site for Wide World Importers includes a featured-products catalog and
a store-finder application. The company has recently hired a consult to redesign the Web
site to include the following functionality.

* Online shopping for regularly stocked products.

* Online auctions for one-of-a-kind products sold by Wide World Imports.

* Online auctions for one-of-a-kind products sold by customers of Wide World Imports.
Wide World imports plans to greatly increase the number of regularly stocked products
over the next several years. During that time, the company expects the traffic to the Web
site to increase rapidly.

Existing Environment

The current Web site for Wide World Imports is hosted by its Internet Presence Provider.
(IPP) The infrastructure for the new Web site will be collocated in a large Internet data
center that has multiple high-bandwidth connections to the Internet.

Business Requirements

The following business requirements must be met.

* Any customer must be able to register at no charge to buy regular and auction items.
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* Auction sellers must pay a membership fee and must be able to update their own
information after they authenticate.

* The database for the read-only catalog of regularly stocked products must be able to
scale easily to accommodate dramatically increased traffic for temporary periods during
peak buying sessions. The database must be updated weekly.

* All servers for the Website must be constantly monitored for availability, performance,
and unauthorized access. The monitoring must be automated to take immediate corrective
or notification actions.

* All servers must be highly available and load balanced whenever possible

* The entire Web site must be able to scale to accommodate an increase in the number of
users without requiring significant code changes.

* If the auction database fails, it must not affect the other Web site activities.

* The company's server administrators must be able to administer the servers remotely.
Technical Requirements

The following technical requirements must be considered.

* Initially, all servers supporting the Web site will have Windows 2000 Advanced Server
installed.

* All servers supporting the Web site will be SMP-capable up to a maximum of four
CPUs. Each server will have four 800-MHZ CPUs and 2 GB of RAM installed. Each
server will contain two 36-GB hard disks.

Additional server hardware components can be acquired, if necessary.

* Connection-pooling must be used for connections from Web servers to databases.

* The membership and auction databases will be updated frequently. These changes must
be available to Web site customers immediately.

Topic 5, Wide World Importers (8 Questions)

QUESTION 40
You want to maximize network bandwidth for Web site customer's activity. Which
element should you include in your design?

A. Monitor and manage the server clusters as a whole rather then monitoring and
managing each individual server.

B. Add another network adapter to each server. Connect that network adapter to a
network segment dedicated to management traffic.

C. Configure all cluster communications to occur over a network segment separate from
customers' traffic.

D. Configure Terminal Services to end sessions on disconnect for all servers.

Answer: C
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You need to design a server and a cluster monitoring strategy For the Web-site servers. You want the strategy to
require the least amount of administrative effort, Move the appropriate monitoring services and tools ko the appropriate
server events, (Use only services and tools that apply, Yiou might need to reuse services and kools, )

Server Event:

Collapse |

_ g Inkrusion detection on any fronk-end ‘Web
SEFVEL,

—M Disk space Full on an individual front-end Web
SErYEr

g Excessive CPU usage on an individual Fronk-
end Web server

g Excessive page file usage on an individual
front-end Web server

< = Mowve

Remove ==

Monitoring Service or Tool:

Sysbem Manitbar

Health Monitor (Elobal Monitors)
Health Monitor (Local Monitors)
Ewvent Vigwer
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Answer:

You need ko design a server and a cluster monitaring skrategw For the Web-site servers, You wank the strategy to
require the least amount of administrative effort, Move the aporopriate monitoring services and toals bo the appropriate
server events, (IJse only services and tools that apply. ¥ou might need to reuse services and kools,)

Server Event: onitoring Service or Tool:
Collapse |
_m Intrusion detection on any front-end Yeb System Manitor
SEIVEF, Health Monitor {Global Monitors)
Event Wigwer Health Monitor {Local Monitors)
M Disk space full on an individual front-end Web Ewent Yiewer

SErVer
Swskem Manikar

g Excessive CPU usage on an individual front-
end Wweb server = <Move

Swskem Monitar

@ Excessive page file usage on an indvidual

fFrant-end Web server Remove:- =

Swskem Manikar

QUESTION 42

The average load for each product catalog database server is shown in the CPU load
exhibit.

Exhibit:

Average load for each product catalog database server

CPU1 95 percent
CPU2 86 percent
CPU3 83 percent
CPU4 87 percent

You need to increase the user capacity for the regular product catalog. What should
you do?

A. Modify processor affinity settings to more evenly distribute the load of the CPUs.
B. Add another network adapter to each product catalog database cluster server.

C. Add another CPU to each product catalog database cluster server.

D. Add another server to the product catalog database cluster.

Answer: D
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Explanation: The server is running at a high capacity, the only option is to add
another server.

QUESTION 43

You need to design a common procedure for server administrators to connect to all
Web-site servers for routine server administration. Which connection should you
include in your design?

A. A Terminal Services connection to each server inside the VPN tunnel.
B. A direct Terminal Services connection to each server.

C. An SSL connection to each server inside a VPN tunnel

D. A direct SSL connection to each server.

E. A direct VPN connection to each server.

Answer: B

QUESTION 44

¥ou need to design high awvailability and scalability for each of the databases, Move the appropriate cluster method to
each database, (Use anly cluster methods that apply, ou might need to reuse clusker methods,)

Database: Cluster Method:
Collapse |
_m Membership Database Component Load Balancing (CLE) Clusker
Cluster Service Cluster

Auction Datab
— Auction Database MLE Chusker

g Product Catalog Database

< < vove

Remove: -

Actualtests.com - The Power of Knowing




Answer:

070-226

Yo need ko design high availability and scalability For each of the databases, Move the appropriate cluster method to
each database. {Use only cluster methods that apply. You might need to reuse cluster methods.)

Database:

Collapse |

_m Merbership Database
Clusker Service Clusker

M Auction Database
Clusker Service Clusker

_ g Product Catalog Database
MLE Cluster

< < Move

Remove =

Cluster Method:

Component Load Balancing (CLE) Cluster
Cluster Service Clusker
MLE Clusker

QUESTION 45

You need to design the database sever infrastructure for the regular product
catalog. Which three elements should you include in your design? Each correct
answer presents part of the solution. (Choose three)

A. A staging database server

B. A cluster service active/passive database cluster.

C. An NLB database cluster.

D. A cluster service active/active database cluster.
E. A database that is partitioned across the database cluster servers.
F. Replication from the database staging server to the database cluster servers.

Answer: A, C, F

QUESTION 46

You need to design the integration of the Web auction application with the auction
database. Which two elements should you include in your design? Each correct
answer presents part of the solution. (Choose two)

A. The servers that contain the auction database must be accessible by name from the

Internet.
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B. The servers that contain the auction application must also contain a copy of the
auction database.

C. The auction application must connect the auction database by virtual server name.

D. The servers that contain the auction application must use the TCP/IP network library.
E. The auction application must connect in the auction database by physical server name.

Answer: C, D

QUESTION 47

You need to design an upgrade strategy for scaling the capacity of the Web site if
the network segment for the product catalog database cluster becomes saturated.
Which element or elements should you include in your design (Choose all that

apply.)

A. Split the product catalog database cluster into two clusters on the existing network
segment.

B. Create round-robin DNS entries for each product catalog database cluster.

C. Use IPSec on the saturated network segment.

D. Use Token Ring instead of Ethernet for the Web site network.

E. Split the product catalog database cluster into two clusters on separate network
segments.

F. Add another network adapter to each server connecting the new network adapters to
the existing network segment.

Answer: B, E

Topic 6, A Datum Corporation, Scenario
Background

A. Datum Corporation us a large consulting form specializing in enterprise
Windows-bases infrastructure and development projects. The company has its
headquarters in Seattle, and has five other offices in the United States. There are
currently 15,000 consultants. That number is expected to double each year for the next
three years. Consultants typically work at the customer's location or home.

The company wants its own Web-bases systems to demonstrate the users of the
technologies in which it specializes. The following Web-bases services will be provided
to the company's consultants over the Internet or over the company's internal network.
* Remote e-mail access

* Scheduling

* Time reporting

* Training

* Knowledge management

Existing Environment

A. Datum Corporation's Windows 2000 infrastructure is located in a single data center
that has high-bandwidth connections to all office locations and the Internet.
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All Web-site servers are initially built with Windows 2000 Advanced Server. The
following servers are currently in use or available for use in the data center:

* 10 Web servers available to be used as front-end severs or reverse Web proxy servers
1. 6 application servers.

2. 4 Microsoft SQL Server computers

3. 3 Microsoft Exchange 2000 Server computers that average 80 percent CPU use during
peak hours.

4. 6 servers that can be uses as needed.

Business Requirements

The following general business requirements must be met by the various systems:

1. All systems except the training system contain sensitive data that must be protected
over unsecure networks.

2. When possible, users will be required to sign in only once.

3. All systems must be available 24 hours a day, seven days a week.

The following specific business requirements must be met by the e-mail system.

* Remote e-mail users must not need to specify a Microsoft Exchange Server computer
when they access e-mail from customers locations.

* Remote e-mail communication must always be secure.

* Full Microsoft Outlook functionality is needed from home and from the office.

* Consultants must be able to access their e-mail from any system by using a browser
that supports DHTML.

* The system must be able to maintain accessibility for all users even if Exchange Server
hardware fails.

Technical Requirements

The following technical requirements must be considered:

*

A. Datum Corporation's customers allow the consultants access to their networks and
access to the Internet. However, customers only allow Web proxy servers out of the
firewall. Many customers use outbound Web proxy arrays.

* All consultants have DSL or ISDN connections to the Internet from home.

* A reverse Web proxy array must be implemented to improve over all performance.
When possible, both external and internal access to the Web site should use the proxy
array.

* All servers are on the Windows 2000 Datacenter Server HCL. There are no restrictions
on changing the server operating systems to other versions of Windows 2000, if
necessary.

* All traffic within the data center is assumed to be secure.

Topic 6, A. Datum Corporation (9 Questions)

QUESTION 48

You need to design authentication methods for remote e-mail users. Which two
methods should you include in your design? Each correct answer presents part of
the solution. (Choose two)

A. HTTP with integrated Windows authentication.
B. HTTPS with integrated Windows authentication.
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C. HTTP with Basic authentication.
D. HTTPS with Basic authentication.
E. L2TP over IPSec with integrated Windows authentication.

Answer: D, E
D will be used for OWA (Outlook Web Access) and must be secure (HTTPS)
E will be used for full outlook from home, using a VPN into the data center

QUESTION 49

You need to design name resolution for the URL of the main Web site. Which DNS
entry or entries should be used to resolve the URL from remote customers
locations? (Choose all that apply)

A. A single entry on the internal networks DNS servers that resolves to the reverse Web
proxy array.

B. A single entry on the Internet DNS servers that resolves to the reverse Web proxy
array.

C. Individual entries on the internal networks DNS servers for each server in the reverse
Web proxy array.

D. Individual entries on the Internet DNS servers for each server in the reverse Web
proxy array.

E. A single entry on the internal networks DNS servers that resolves to the Web server
cluster.

F. A single entry on the Internet DNS servers that resolves to the Web server cluster.

G. Individual entries on the internal network DNS servers for each server in the Web
server cluster.

H. Individual entries on the Internet DNS servers for each server in the Web server
cluster.

Answer: B, F
B is the external addresses of the Reverse Web Proxy Servers
F is the VPN servers for remote home users

QUESTION 50

You need to design a directory services solution for

A. Datum Corporation's

Web-based systems. Which element should you include in your design?

A. Create separate user databases for each system.

B. Create a single Active Directory forest for access to all systems.

C. Create separate Active Directory forest for access from the internal network and
access from the Internet.

D. Create a single user database for all systems.

Answer: B
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QUESTION 51
Which twp types of servers should have DNS entries for name resolution on the
Internet? Each correct answer presents part of the solution (Choose two)

A. SQL Server computers.

B. Reverse Web proxy server array.
C. Domain controllers.

D. Application servers.

E. Web servers.

F. VPN servers.

Answer: B, F
B is the external addresses of the Reverse Web Proxy Servers
F is the VPN servers for remote home users

QUESTION 52
You want to design availability and optimum performance for the servers in the
reverse Web proxy array. Which element should you include in your design?

A. An NLB cluster that uses an affinity setting of None.
B. An active/passive Cluster service cluster.

C. An NLB cluster that uses an affinity setting of Class C.
D. An active/active Cluster service cluster.

E. An NLB cluster that uses an affinity setting of Single.

Answer: C
When using web proxy arrays, there can be multiple addresses, and HTTPS will be used. Affinity
C is standard for this configuration
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QUESTION 53

' You need to design e-mad traffic flow for consultants from customer locations. Create & diagram showin the
| appropriate corrections For access to e-mal from customer offices. (Use only computers an connection bypes

;: that apply.)
HTTPS '
{Remote Desktop Protocol (ROP)
MaPl
A, Datum
Corporation Terminal
Services Server I%q,,
%,
T 5
T £
Consultant's laptop Face hard A. Datum Corporation [ Pjgce A. Datum Corporation
Answer:
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' You need to design e-mad traffic fiow for consultants from customer locations, Create a diagram showin the
| appropriste corrections for sccess to e-mad from customer offices. (Use only computers an oonnection bypes

that apply.)

Consultant’s laptop ‘

Explanation:
This assumes a separate web server since the web proxy is preferred in use. However, even with
a web proxy, when the IIS server is also run on the Exchange server, the web server could be

eliminated
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You need to design &-mail braffic Flow For consultants who are working from home. Create a diagram showin the
appropriate corrections for access bo e-mail from consultants' offices, (Use only computers an connection bypes

that apply.)

HTTPS

HTTP

Place here

Consultant's :ap@

Place here

A. Datum

Corporation VPN

Place here

Answer:

A.Da Corporation
i#change Server computer |

You need to design e-mail braffic Fow For consultants who are working from home. Create a diagram showin the
appropriate corrections for access bo e-mail Ffrom consultants” offices, (Use only computers an connection bypes

that apply.)

HTTPS

HTTP

Place here

Consultant's laptop

L2TP over
IPSec

A, Datum

Corporation VPN

Explanation:

ncharge Server computer |
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Laptop->12tp over ipsec -> vpn server -> rpc -> exchange server
From home we need full outlook in workgroup mode via a VPN tunnel.

QUESTION 55

You need ko design the server configuration ko support remoke e-mail access requirements, Move the appropriate
syshem components to the appropriate server types, (Use only syskem components that apply, You might need to

reuse syskem companents, )

Server Type

Collapse |

_ g “Web Servers
—l Cperaking Syskems
— Operating System Components
B Applications

g Mail Servers
—Hl Operating Syskems
— Cperating System Components
M applications

Answer:

Explanation:
Web Servers
Operating System

Windows 2000 Advanced Server
Operating System Components

NLB
Applications

IS 5.0

Mail Servers
Operating System

Windows 2000 Advanbced Server
Operating Systems Components

Cluster Service
Applications

< < Move

Remove >

System components

MLE

luster Service

Windows 2000 Server

Windows 2000 Advanced Server
Windows 2000 Datacenter Server
Internet Infarmation Services (1151 5.0
Exchange 2000 Server

Routing and Remate Access
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QUESTION 56

You need to design the primary method of e-mail access For consulbants from various locations. Move the
appropriate e-mail access methods ko the appropriate consulkant locations, (Use only methods that apply, Use
methods only ance, )

Consultants Locations E-mail Access Method
Collapse |
_m A Datum Corparation Offices Win3Z Outlook client software over YWPN

Cutlook Express over the Inkernet
Cugtlook Web Access over the Internet
Cuitlook Web Access within a Terminal
SErvices session

Cuatlook Web Acesss ower WPM

Windz Ouklook client software directly
over TCPIIP

Cutlook Express over YPH

M Cuskomer Offices

M Consulkanks' Home Offices

< < Move

Remove =

Answer:

Explanation:

Corporate Office

Win32 Outlook client Software directly over TCP/IP
Customer Office

OWA over the Internet

Consultant's Home

Win 32 Outlook Client Software over VPN

Topic 7, TAILSPIN TOYS, Scenario

Background

Tailspin Toys specializes in toy airplanes. The majority of the company's sales are of
engine-powered remote-control airplanes. The company has been in business for two
years and only sells its products online. To attract potential customers, the company
maintains several community pages. These community pages allow partners to advertise
their activities and host chat rooms.

The busiest times of the year for the company are in May, June, and December. The
company's I'T management wants to improve performance and made it easier to scale the
Web site. Management wants to implement simple hardware or software changes to
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improve Web site response times.

Existing Environment

The existing systems are shown in the network diagram Exhibit.
Exhibit:

Internet
Database
development
testing-lab
server

—Ethemet

Internal

servers SQL Server database
cluster

Active Directory
domain controllers

In addition, the existing environment has the following characteristics.

* There are five 1.55 Mbps lines that connect the Website to the Internet through an
Internet Service Provider (ISP)

* There is no standard hardware configuration. The BIOS, network adapters, processors,
and third-party expansion cards vary from computer to computer.

* The company has established a single Active Directory domain for the internal network
and the clustered database servers. The staging server and Web servers on the perimeter
network (also known as the DMZ) are stand-alone servers, running Windows Advanced
Server.

* The ISP host round-robin DNS entries for each Web server, which allows resolution of
the www.tailspintoys.com URL.

* Performance monitoring of the Web servers shows that two Web servers consistently
operate above 90 percent CPU usage and that the other two Web servers operate below
20 percent on average.

* The Web site consists of static content and Active Server Pages (ASP)

Business Requirements

The following business requirements must be met:

* All customers must be able to access the same Web site content and applications
regardless of the Web server which they connect. Customers traffic should never be
directed to a failed server.

* All Web site content and chat room features on the community pages must be
accessible by anonymous users with no encryption requirement. However, when a user
decides to purchase a product, the Web site must establish a secure connection and
authenticate the user.

* In approximately one year, the Web site will be replicated in another Internet data
center for disaster recover, redundancy, and load balancing. Any changes to the existing
environment must be consistent with this future direction.

Technical Requirements
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The following technical requirements must be considered:

* All updates to the Web site, either from Internet or internal network, must first be
deployed on the staging server. The data will then be replicated from the staging server to
the Web servers on a regular basis.

* The same file permissions used on the staging server must be used on the Web servers.
* The Microsoft SQL Server cluster databases must be replicated to the testing lab every
Sunday at 2:00 A.M to support the development environment.

* The security group at Tailspin Toys requires an audit that shows which users made
changes to the Web site, including changes made on the staging server.

* Partners must not have knowledge of the users name used to authenticate them to the
staging server.

* The network engineer for Tailspin Toys has allocated a maximum at 50 percent of the
potential Internet bandwidth to the Web servers, and an additional 7 percent to the
staging server.

Topic 7, Tailspin Toys (10 Questions)

QUESTION 57
You need to design the Web site to allow partners to modify content. How should
partners be authenticated?

A. By providing credentials and Basic authentication over SSL.
B. By using a client certificate.

C. By using the local IWAM user account on the staging server.
D. By providing domain credentials and Windows authentication.
E. By using IPSec.

Answer: B

QUESTION 58

You need to design a strategy for replication from the Web site database servers to
the testing-lab server. You want the testing-lab development environment to be as
similar to the production environment as possible. Which statement should include
in your design?

A. Use Windows Explorer once a week to directly copy the database files to the
testing-lab server.

B. Create a Microsoft Application Center 2000 cluster that includes the production and
the testing-lab SQL Server computers. Use clusters synchronization to replicate the
databases to the testing-lab server.

C. Perform a database backup one a week on the Web site database servers. Restore the
databases to the testing-lab server.

D. Add the testing-lab server as a passive node to the Web site database server cluster.
E. Create a Microsoft Application Center 2000 cluster that includes the production SQL
Servers computers. Use the deployment wizard to replicate the databases to the
testing-lab server.
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Answer: C

QUESTION 59
You want to equalize CPU usage across the Web servers. What is the most efficient
way to accomplish this goal?

A. Add processors to the two overused servers.

B. Create and NLB cluster that consists of four servers. Adjust the weighting for each
server until the CPU usage is approximately equal.

C. Remove processors from the two underused severs and add them to the two overused
servers.

D. Limit the number of Internet Information Services (IIS) connections on the two
overused servers until CPU usage is approximately equal.

E. Add duplicate round-robin entries for the two underused servers.

Answer: B

QUESTION 60
You need to design a strategy to protect the SQL Server database cluster servers
from unauthorized access. Which element should you include in your design?

A. Configure the SQL Server database cluster to use a dedicated heartbeat network for
cluster communications.

B. Configure the back-end firewall to allow only HTTPS traffic.

C. Use SQL Server authentication.

D. Use integrated Windows authentication on the SQL Server database cluster.

E. Configure the SQL Server database cluster to use a dedicated heartbeat network for all
communications.

Answer: D

QUESTION 61

You need to assess the approximate Internet bandwidth available to the Web
servers to find out if it is adequate to meet expected growth. What is the
approximate bandwidth available to the Web servers?

A. 132 Kbps
B. 992 Kbps
C. 1,944 Kbps
D. 3,968 Kbps
E. 7,936 Kbps

Answer: D
bandwidth : 5 * 1.55 Mbs
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50% reserved for Web servers
50/100 * 5 * 1.55 * 1024 = 3968

QUESTION 62

You need to design a replication strategy for the Web servers that has the least
possible impact on production. Which element or elements should you include in
your design? (Choose all that apply)

A. Create a Microsoft Application Center 2000 cluster that includes all four production
Web servers and the staging server. Select the staging server to be the cluster controller.
B. Create a Microsoft Application Center 2000 cluster that includes all four production
Web servers. Select one server to be the cluster controller.

C. Create a Microsoft Application Center 2000 cluster that includes only the staging
server.

D. Use synchronization to automatically replace content from the staging server to the
production Web servers.

E. Use synchronization to automatically replace content from the cluster controller to the
cluster members in the production Web server cluster.

F. Use the deployment wizard to manually replicate content from the staging server to the
cluster controller for the production Web server cluster.

G. Use the deployment wizard to manually replicate content from the staging server to
each production Web server.

Answer: B, C,E, F

The staging server must be in theNLB cluster (separate access & bandwidth, coherency...).
Incorrect

Answer:

A, D, G: Does not meet the requirements of the scenario.

QUESTION 63

Your design needs to include plans to distribute traffic to the Web sites after the
redundant Web site is established. Which element should you include in your
design?

A. Configure round-robin DNS entries for an NLB cluster at each Web site.

B. Configure round-robin DNS entries for each Web server at each Web site.

C. Create a single NLB cluster spanning both Web sites.

D. Create an ISAPI filter to redirect every other user from the old Web site to the new
Web site.

Answer: A

QUESTION 64
You need to design a security strategy for your Web site. Which event or events are
significant for intrusion detection? (Choose all that apply)
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A. Successful logons for the anonymous users account to the Web servers,
B. Failed logons for the anonymous user account to the Web servers.

C. Successful logons for the anonymous user account to the staging server.
D. Failed logons for the anonymous user account to the staging server.

E. Failed logons for individual user accounts to the staging server.

F. Failed logons for individual user accounts to the staging server.

Answer: B, C, F

QUESTION 65

You need to design a user authentication and authorization strategy for your
staging server. Which element or elements should you include in your design?
(Choose all that apply)

A. Assign a customer [PSec security policy that uses certificate-bases authentication to
the staging server

B. Join the staging server to the domain.

C. Establish Certificate Services in the domain.

D. Configure certificate-to-account mappings in the Active Directory domain.

E. Assign the Secure Server IPSec security policy to the staging server.

F. Install client certificates on the staging server.

G. Configure NTFS permissions on the staging server.

H. Require content authors to enroll for a client certificate.

I. Assign the Server IPSec security policy to the staging server.

Answer: A, B, C, G, H

QUESTION 66
You need to design a file permission strategy and the staging server to a domain.

A. Use the domain local groups to apply NTFS permissions.

B. Promote the Web servers and the staging servers to domain controllers in the same
domain. Use the domain local groups to apply NTFS permissions.

C. Use Internet Information Services (IIS) permissions instead of NTFS permissions.
D. Use only the local groups on the staging server to apply NTFS permissions.

Answer: D

Topic 8, Adventure Works, Scenario

Background

Adventure Works is the joint venture of a Hollywood movie studio and a Web portal
provider. The company's plan is to establish an online gaming community. The company
plans to make the following activities available to customers:

* Download and playing games.

* Finding online teams and opponents.

* Joining chat rooms to discuss strategies.
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* Viewing videos such as movie trailers and infomercials.

The joint venture agreement provides for profit-sharing and use of the brand names of
both companies. Initially, advertising and direct sales of related merchandise will provide
a source of revenue. After six months, the company expects to launch a premium
subscription service. The company intends to show a profit in two years.

Existing Environment

The web portal provider has a large investment in equipment hosted at a major Internet
data center.

Business Requirements

The company will have the following content channels on its Web site. The estimated
number of concurrent users is shown in parentheses:

* Lobby. The www.adventure-works.com URL brings users to the Lobby. Users
registration and shopping activities in the Lobby are the Web site's highest priority.
Additional activities such as viewing infomercials will be available while users are
waiting to join group games. (5,000 users)

* General card, board, and trivia games. (2,000 users)

* Fantasy, role-playing games. (1,000 users)

* Mystery, case-solving and puzzle-solving games. (1,000 users)

Gaming requirements:

* Players will be able to construct and modify their own avatars (animated images) from
a library personas.

* All games will be interactive, and most will be multi-user, allowing from 2 to 32
players at one time

* Players will be able to organize in teams. They will be able to communicate by using
instant messaging and, in some premium games, by voice and video.

Additional site and service requirements:

* Secure access must be provided to purchase merchandise and to make payments.

* Subscribers will receiver a monthly CD.

* Support for member and nonmember access to high-speed and low-speed choices on
video broadcasts of movie trailers and infomercials will be available. The estimated peak
loads are 4,000 concurrent low-speed streams and 1,000 concurrent high-speed streams.
* Premium content will be available to users who have DSL or cable modem
connectivity. Adventure and Fantasy players will need high-speed Internet access.
Technical Requirements

The following technical requirements must be met.

Development

* Once there are enough players in a group, the players are automatically redirected from
the Lobby to a common server.

* Game state such as players, location, health, resources, and alliances will be stored on
the same server that hosts the game.

* Each player's avatar and personal preferences need to be available before the player
starts a game.

Server infrastructure:

* All NLB cluster groups will be configured on switched 100-Mbps network segments.
Due the high bandwidth demands, each cluster will be limited to 16 processors.

* The Microsoft SQL Server database is a two-node cluster of two single-processors
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servers in an active/passive configuration. The front-and-NLB clusters will not
communicate directly with the SQL Server database.

* Each server needs to be able to be managed remotely.

* The server design needs to be flexible to accommodate sudden changes in the
popularity of a game.

Media services:

* Microsoft Windows Media servers will be used for movie trailers and infomercials. A
single-processor server will be capable of a 1,000 concurrent streams at a bandwidth at
20 Kbps or 250 concurrent streams at 80 Kbps.

* New content will first be places on a distribution server and then synchronized to other
servers. The distribution server storage must provide fault tolerance. Both distribution
and media services must have the highest possible VO rates.

Topic 8, Adventure Works (9 Questions)

QUESTION 67

The company's front-end network, is shown in the nebwork diagram. The only available servers are those shown in the
netwark diagrarm, Yaou want o use all subnets defined an the switch, Move each server o the appropriate subnets,
(Use all servers, Use each server only ance, )

Subnet Server
Collapse |
_m 207.46.1.0/24 Four Single-processar Lobbey Clones

Cne Quad-Processor Adventure Clones

207 .46.2.0/124
R f Cne Dual-Processar Lobby Clone

g 207.46.3.0/24 Twielve Single-Processor General Clones
LW 207.46.4.0{24 Cne Quad-Processor Lobby Clone
Six Dual-Processor Adventure Clones
< < Move
Remove:=
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Answer:

The company's Front-end network is shown in the netwark diagram, The only available servers are those shown in the
network, diagram. You want to use all subnets defined on the switch, Move each server to the appropriate subnets,
(Use all servers, Use each server only once.)

Subnet Server

Collapse |

_m 207.46.1.0/24
Four Single-processor Lobby Clones

L 207.46.2.0024
One Quad-Processor Adventure Clones
Cne Dual-Processor Lobby Clone

L 207 .46.3.0/24

Twelve Single-Processor General Clones
<= < [Move
M 207 .46.4.0/24
Cne Quad-Processor Lobby Clone
Six Dual-Processor Adventure Clones Remove ==

QUESTION 68

You need to analyze monitoring and recover strategies for the application on the
cluster that hosts the state of an individual game. What will happen if there is an
application failure?

A. The Microsoft Application Center 2000 monitor will trigger a command to remove the
NLB members from the cluster. The individual's game will continue after a delay of
approximately 10 seconds.

B. The Microsoft Application Center 2000 monitor will trigger a command to remove the
NLB member from the cluster. The individual's game will fail to recover.

C. NLB APIs will isolate the member and remove it from the group. The individual's
game will continue after a delay of approximately 10 seconds.

D. NLB APIs will isolate the member and remove it from the group. The individual's
game will fail to recover.

E. The service cluster will fail over. The individual's game will continue after a delay of
approximate 10 seconds.

Answer: B
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QUESTION 69
You need to design the Windows Media servers to host movie trailers and
infomercials. Which cluster should you include in your design?

A. One 16-node NLB cluster on four 100-Mbsps Ethernet segments.

B. Four Cluster service that have four servers in each cluster and shared storage on two
100-Mbps Ethernet segments.

C. Eight Cluster service clusters that have two servers in each cluster and shared storage
on four 100-Mbps Ethernet segments.

D. Two 8-node NLB clusters on two 100-Mbps Ethernet segments.

Answer: C

QUESTION 70

You need to design an alternative for customers who experience difficulties
accessing the media server behind corporate firewalls. Which element should you
include in your design?

A. Configure Windows Media to use different MIME types.

B. Use HTTP to stream Windows Media.

C. Use the connection-oriented Media Streaming Broadcast Distribution (MSBD)
protocol.

D. Use UDP on a wide range of ports to stream Windows Media.

Answer: B

QUESTION 71
You want to minimize network congestion. Which action or actions should you

take? (Choose all that apply)

A. Deploy network address translation (NAT) on the Internet-facing firewall.

B. Enable session coherency in Microsoft Application Center 2000. Never forward the
following content types: HTML, HTM, JPEG, JPG, PNG, and TXT.

C. Change from TCP to UDP when possible.

D. Add SSL accelerator cards to the servers that host secure sessions

E. Implement peer-to-peer instant messaging.

F. Enable session coherency in Microsoft Application Center 2000.

G. Move on-band network management to out-of-band network management on separate
network adapters.

H. Integrate static game content into the subscriber CDs.

Answer: B, G, H

QUESTION 72
What is the most important factor to be considered when you purchase symmetric
multiprocessing (SMP) servers for the company's NLB clusters?
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A. The SMP servers must be able to share the level 2 cache.

B. Sufficient bandwidth needs to be available on the WAN.

C. You need to qualify applications that can scale effectively beyond one processor.
D. The processors in each cluster need to have the same performance to distribute the
load equally.

Answer: D

QUESTION 73
Cluster settings are needed for the Lobby clusters. Which setting or settings should
you use? (Choose all that apply)

A. A common external IP address assigned to each cluster.

B. Class C affinity setting on port 80 and affinity setting of None on port 443.
C. An affinity setting of None on port 80 affinity setting on port 433.

D. Single affinity setting on port 80 and an affinity setting of None on port 443.
E. A dedicated, unique static IP address assigned to each server.

Answer: A, C, E

QUESTION 74

Design a transport protocol strategy For the Adventure Works Web site. Use the kransport protocols to connect
entities, (Lse all entities and all protocols. Use each protocol only once. )

LD

TCP Paort 80
TLP Pork 443
TCP Port 1433
RPL

Client Place here é Lobby Server Cluster
Place here Place here
N N
Media Server Cluster | [B,UMBEWEVJ

Cluster Place here ; SQL Server cluster
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Answer:

Design a transport protocol skrategy for the Adventure Warks Web site, Use the transport protocaols bo conneck
entities, (Use all entities and all prokocaols, Use each protocol only once. )

P RF|'C
Media Server Cluster .COM Server |

Cluster |7Tcp Fort 1433 7\\, SOL Server Cluster

QUESTION 75

You want to create a con.... that specifies corrective action if the performance of the
SQL Server computer decrease. You do not want to require database administrator
tasks. Which element or elements should you include in your plan.(Choose all that

apply)

A. Set up another SQL Server cluster.

B. Replace or upgrade each server so that it has two processors.
C. Switch to active/active mode.

D. Add another node to the cluster.

Answer: B

Topic 9, Graphic Design Institute, Scenario

Background

Graphic Design Institute has en enrollment of 10,000 students at one main campus and
four branch campus locations. During the past 10 years, many different internal Web
sites have been developed independently to meet the needs of various organizations.
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Some Web sites are hosted on Microsoft Windows NT Server computers and Unix
servers in data centers. Other Web sites are hosted on departmental servers and desktop
computers. Terminal Services provides Microsoft Office applications to all students.

A consultant was hired to identify and classify all Web site applications and design a
strategy for an intranet portal for access to all critical applications and Terminal Services.
The institute's main intranet Web site includes an online bookstore and streaming media.
The existing infrastructure for this Web site will be redesigned to host the portal and
some of the critical Web site applications. Institute students and employees will only
need to remember the name of the main portal site that will then link them to various
applications they previously reached by specific server names. The institute wants to
make the best use of limited funding for the project while meeting the key business
requirements.

Existing Environment:

The existing Web servers for Graphic Design Institute main intranet Web site are
configured as follows:

* There are four identical Windows 2000 Advanced Server computers in round-robin
DNS.

* Each server is on a different 100-Mbps subnet in the main data center.

* During peak periods, the CPU utilization for each Web server averages 25 percent.
The existing Microsoft SQL Server database servers in the main data center are
configured as follows:

* There are two stand-alone Windows 2000 Server computers that each has two CPUs
and 1 GB of RAM. Each server can be expanded to four CPUs and 4 GB of RAM.

* Hosted databases include those for the main intranet Web site and online bookstore.
There are many smaller databases for noncritical applications.

* The two SQL Server computers are named SQL Server]l and SQL Server2. During
peak periods, CPU use averages 75 percent for SQL Serverl and 50 percent for SQL
Server?2.

* SQL Server?2 is running the FTP Server service. SQL Server2 hosts a nightly transfer of
100 MB of text files from non-Windows computers for bulk-copy processing into the
SQL Server databases.

The existing Terminal Services servers are configured as follows:

* There are four identical Windows 2000 Server computers that have individual DNS
host entries.

* Each server is on a different 100-Mbps subnet on the main data center.

* Disconnected sessions are left open for reconnection from any client computers for
three hours.

* Users are assigned to a specific Terminal Services server. Users authenticate by using a
local account on the server. Users have a home directory on their assigned server.

* Users connect by using Terminal Services Win32 client software.

* During peak periods, the CPU utilization for each Terminal Services server averages 55
percent.

* The institute has recently designed and implemented an Active Directory forest for the
internal network. All students will eventually have user accounts in the internal network
domain.

The existing Microsoft Windows Media servers are configured as follows:
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* There are four Windows 2000 Server computers on the same subnet.

* Each server hosts different content. Content is frequently added and updated.

* Each server has two 10-GB hard disks in a RAID 0 partition that has five percent
unused space.

* During peak periods, the CPU utilization for each Windows Media server averages 60
percent.

Business Requirements

The central portal solution and the critical applications must meet the following business
requirements:

* There must be availability 24 hours a day, seven days a week.

* Failover to surviving servers must be automatic for all services.

* Degraded performance in the event of a failed drive is acceptable.

* The portal and Terminal Services servers must be accessible from the Internet or the
intranet without additional software or configuration other than a supported browser and
necessary ActiveX controls.

* Internet access is expected to account for 10 percent of the total Web site traffic.

* Authorization level for all services should be decided by a single login when possible.
* If a disaster at the main data center causes all servers to fail, the main portal pages must
be back online within one hour. Other critical services do not need to be back online
within one hour. When users attempt to gain access, the Web site will tell them which
services are unavailable.

* The windows Media servers must provide for 50 percent growth in content.

* New content on the Windows Media servers must be immediately available.

The following Web applications have been classified as critical:

* The main portal pages.

* The online bookstore.

* Virtual institute Windows Media session.

* User Web-based Terminal Services access to Microsoft Word, Microsoft Excel, and
Microsoft Exchange.

* FTP site for file transfers from non-Windows systems to SQL server2

Technical Requirements.

The following technical information and requirements must be considered:

* The existing Web servers, SQL Server database servers, and Windows Media servers
can be upgraded and reconfigured as appropriate.

* The budget includes funding for additional front-end Web servers. The budget does not
include funding for any other new servers.

* Web-bases Terminal Services session reconnect is not mandatory.

Topic 9, Graphic Design Institute (8 Questions)

QUESTION 76

You need to redesign the SQL Server database server environment to meet the high
availability requirements. Which change or changes should you include in your
design? (Choose all that apply)

A. Rebuild by using Windows 2000 Advanced Server.
B. Add a CPU to SQL server2.
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C. Set the automatic load weighting evenly between the two SQL Server computers.
D. Create a Cluster service cluster that contains the two SQL Server computers.
E. Upgrade to Windows 2000 Advanced Server.

F. Add a CPU to SQL Serverl.

G. Create an NLB cluster that contains the two SQL Server computers.
H. Optimally distribute the databases between the two SQL Server computers
I. Replace all databases between the two SQL Server computers.

Answer: B, E, F, G, H

Can be also instead of "Upgrade to Windows 2000 Advanced Server" be "Set the
automatic load weighting evenly between the two SQL Server computers".

QUESTION 77

¥ou need ko design a strateqgy For monitoring application availability For the Web-site servers, Move the appropriate
monitoring service of kool ko the appropriate application or application, (Use anly services and tools that apply. Use only
ane service ar bool For each application, You might need ta reuse services and koals, )

Application

Collapse |

g 0L Server
—m Online Bookstore

g ‘Windows Media Server
M Main Portal Pages

< < [vlove

Remove > =

Monitoring Service or Tool

Cluster Service

Ewvent Viewer

Application Center Healkth Manitar
MLE Protocol

Syskemn Manitbor
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Answer:

Y¥ou need ko design a strategy For monitoring application availability for the Web-site servers, Move the appropriate
ranitaring service or kool ko the appropriate application ar application. (Use only services and toals that apply, Use only
one service or bool For each application, You might need ko reuse services and tools, )

Application Monitoring Service or Tool
Collapse |
@ S5L Server Cluster ?ervice
Cluster Service Event Wigwer
&pplication Center Health Manikar #pplication Center Health Monikor
Swskem Manitar MLE Prokocal
8 Cnline Bookstore Styskemn Monitor

Application Center Health Monitor
Cluster Service

MLE Protocol < <Move

g Windows Media Server
Application Center Health Monitor
Cluster Service Remove >
MLE Protocol

M Main Portal Pages
Ewvent Wigwer
Cluster Service
Syskem Manikor

QUESTION 78

You need to redesign the Web services environment to meet the availability and
disaster recovery requirements. Which four changes should you make to the web
servers? Each correct answer presents part of the solution. (Choose four)

A. Place all of the existing Web servers on the same subnet in the main data center.
Configure all the existing Web servers in a single NLB cluster.

B. Place one new Web server on each of the subnets in the main data center on which the
existing Web servers are located. Configure all the Web servers in a single NLB cluster.
C. Place two new standby Web servers in a branch campus data center. Configure the two
new standby Web servers in a new NLB cluster

D. Place two new standby Web servers in a branch campus data center. Add the two new
standby Web servers to the NLB cluster that contains the Web servers in the main data
center.

E. Create custom Internet Information Services (IIS) error pages.

F. Create a process to modify the DNS host record for the Web site to redirect requests to
the standby Web site on the event of a disaster. Ser the Time to Live (TTL) for DNS
entries at less then one hour.

G. Create round-robin DNS entries for the main Web site that resolve to both the main
data center and the standby Web servers at a branch campus data center. Set the Time to
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Live (TTL) for DNS entries at less then one hour

Answer: A, C,E, F

QUESTION 79

You need to redesign the SQL Server database environment to meet the high
availability requirements. You also want to minimize changes to the code that
currently accesses the databases. What should you do?

A. Design the SQL Server computers to use a Unicast MAC address.

B. Design the SQL Server computers to use a multicast MAC address.

C. Create two virtual servers that have the same names as the SQL Server computers
D. Rename the two SQL Server computers. Create two virtual servers that use the
original server names.

Answer: D

QUESTION 80
You need to design directory services for the Web portal. Which element should you
include in your design?

A. Create a role-based user database for portal users.

B. Create local user accounts for portal users on each Web portal server.

C. Create user accounts for the Web portal users in the institute's existing Active
Directory forest.

D. Create user accounts for the Web portal users in a dedicated Active Directory forest
for the perimeter network.

Answer: C

QUESTION 81
You need to design a method for authorized users to access the portal from the
Internet. Which connection method should be used for the authentication?

A. An HTTPS connection to the Web portal servers.

B. A VPN client connection to an NLB VPN cluster.

C. A VPN client connection to a Cluster service VPN cluster.

D. A Terminal Services Win32 client connection to the Web portal servers.
E. A VPN client connection to a single VPN server.

Answer: A

QUESTION 82

You need to redesign the Terminal Services environment to meet the net
requirements. Which four changes should you make? Each correct answer presents
part of the solution. (Choose four)
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A. Update the Terminal Services Win32 client software on the users computers.
B. Migrate user accounts to an Active Directory domain.

C. Migrate user home directories to an NLB cluster.

D. Migrate users home directories to a Cluster service cluster.

E. Create a single NLB cluster that includes all four Terminal Services servers.
F. Create two Cluster service clusters for the Terminal Service servers.

G. Move all the Terminal Services servers to the same subnet.

Answer: B, D, E, G

QUESTION 83
Which change or changes should you make to the Windows Media servers? (Choose
all that apply)

A. Add seven 10-GB hard disks to each server and convert to RAID 5.

B. Add ten 10-GB hard disks to each server and convert to RAID 5.

C. Copy all media content to the Microsoft Application Center 2000 cluster controller.
Use clusters synchronization to replicate content additions and updates to the cluster
members.

D. Add eleven 10-GB hard disks to each server and convert to RAID 5.

E. Create a Microsoft Application Center 2000 cluster.

F. Create a Cluster service cluster that has 120 GB of RAID 5 shared storage that
contains all media content.

G. Schedule each Microsoft Application Center 2000 cluster member to replicate its
content daily to all the other cluster members.

Answer: C, D, E

120 GB RAID 5 requires 13 10 GB-hard disk in order to provide redundancy.
Each server contains 2 disks. 11 more are necessary.

Incorrect Answers:

A, B: Too few disks in the RAID 5 volume.

F: An application center cluster, not a Cluster service cluster, is called for.

G: Replication is not useful in this scenario.

Topic 10, Proseware, Scenario

Proseware Inc provides editorial services and electronic prepress production services to
major textbook publishers. Last year, its eight plants produced more than 200 million
books and 500 million magazines.

Proseware Inc is undertaking a new mission to streamline the process of delivering
content from authors to consumers. The company is focused on expediting publishing,
reducing cost, and increasing its use on the Internet.

The company plans to use the Internet for personalized and cross media publishing. Cross
media publishing is the publication of personalized content to individuals in many
different forms. These forms include printed materials, Web based content, e-mail,
subscriptions e-books, wireless broadcasts to cellular phones and PDAs, streaming and
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shared audio and video, and emerging display technologies such as e-paper and e-link.
Existing environment

The data center and editorial staff is in Chicago. Print jobs from the data center are
electronically distributed to the company's eight plants over high speed connections.
Proseware Inc has contracted with an Internet presence provider (IPP) to hosts its new
cross media publishing web site.

Business Requirements

The company plans to have two charter programs, one for publishers and one for
consumers. Ten major content providers and more then 100 independent publishers have
enrolled in the charter program. Access controls need to be established for both
publishers and consumers. The design needs to support multiple writer and editor
approved processes. The new website must be able to provide the following services:

1. Support as many as 10.000 concurrent users and be able to scale to a total membership
of 300.000

2. Log and audit activities of publishers and subscribers.

3. Support different domain name URLs to allow larger publishers to promote separate
identities to there consumers

4. Proseware Inc will enter into a special partnership with Lucerne Publishing. Lucerne
Publishing is a company specializing in interactive content for children. Lucerne
Publishing will independently create and maintain its own applications, but will share the
Web infrastructure and membership database owned by Proseware Inc..

Technical Requirements

The following technical requirements must be considered:

Accounts and Domains

1. The membership accounts will be managed by using a separate active directory
domain. The consumer state will be managed by a Microsoft SQL Server computer.

2. Publisher accounts will not share the same global catalogue as the member accounts

3. Proseware Inc will need directory services that have a unique schema to support
human resources applications. The company also needs a dedicated forest root domain
that has stringent security settings and no external trusts.

4. Company employees and publishing partners will create content in their respective
domains. The contents will be synchronized with the staging servers in a stage domain.
5. All Company employees will not run Win2k on their desktop computers.

Web state

1. Even if a web session fails, each user state data must be preserved.

2. The distance from the cluster service servers and storage device is more than 10 feet. If
there is a brief power failure, clusters need to automatically return to there original
configuration

3. To adjust to changing demands. Web server clones will need to be added to or
removed from the NLB clusters. It must be possible to deploy rolling upgrades, including
configurations to cluster members, and to centrally monitor the health of pages and all
related components. Components will be installed both on the web site on dedicated
servers.

4. For performance and complexity considerations, the server hosting SQL Server will be
dedicated to that application. It must be possible to take a resource group offline without
affecting the other cluster operations.
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5. Lucerne Publishing will create and fully administer its own COM objects.

Content deployment

1. Content deployment from staging servers over a Wan must be able to roll back in case
of transmission failure

- The redeployment cluster must be able to roll back to its original state.

- Production services must not be interrupted.

Topic 10, Proseware (10 Questions)

QUESTION 84

You want the production environment to support application deployment for
Proseware Inc and Lucerne Publishing. Which three elements should you include in
your design? (Each correct answer presents part of the solution. Choose three)

A. Deploy a common NLB cluster for Proseware Inc, and Lucerne Publishing.

B. Deploy a separate NLB cluster for Proseware Inc, and Lucerne Publishing.

C. Deploy a common Cluster Service cluster for Proseware Inc, and Lucerne Publishing.
D. Deploy a shared NLB cluster for Proseware Inc, and Lucerne Publishing.

E. Place the application from Proseware Inc and Lucerne Publishing on shared
application servers.

F. Place the application from Proseware Inc and Lucerne Publishing on separate
application servers.

Answer: C, D, E

QUESTION 85
Content deployment is shown in the content deployment diagram. Where must all

COM+ components be installed? (Choose all that apply)

A. Component Load Balancing (CLB) cluster servers.
B. Redeployment testing cluster servers.

C. Production cluster servers

D. Management console

Answer: A, B, C

QUESTION 86

You need to design a method for storing the operation system, paging file,
applications and data on the database server. Which method should you include in
your design?

A. Use one Raid 1 Drive array for data. Use another Raid 1 drive array for the paging
file. Use the Raid 5 drive array for the operating system, applications, and log files.

B. Use one Raid 1 Drive array for the operating system, applications, and paging file.
Use another Raid 1 drive array for the log files. Use the Raid 5 drive array for the data.
C. Use one Raid 1 Drive array for the operating system, and applications. Use another
Raid 1 drive array for the paging file. Use the Raid 5 drive array for the data, and log
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files.
D. Use one Raid 1 Drive array for the operating system. Use another Raid 1 drive array
for the paging file, applications, and log files. Use the Raid 5 drive array for data.

Answer: B

QUESTION 87

Content deployment is shown in the content deployment diagram. You need to
design a method to move new content from Stagel to Prel. Which method should
you include in your design?

A. Create an application in Microsoft Application Center 2000, and then deploy the
application.

B. Set up load balancing between servers, and use Xcopy

C. Set up application synchronization between servers.

D. Install and use Content Deployment Service.

Answer: D

QUESTION 88
Content deployment is shown in the content deployment diagram. What should you
do before you deploy content from Stagel to Pr1?

A. Disable automatic synchronization.

B. Drain Users.

C. Set load balancing offline.

D. Create Microsoft Application Center application.

Answer: A

QUESTION 89
The cluster service cluster is shown in the cluster diagram. What is the total number
of cluster resource required?

Sawp
AW —

Answer: C
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The cluster service cluster is shown in the cluster diagram. You need to decide which service should be placed on each
service, Move that appropriate service ko each device, (Use only services that apply, You might need ko reuse services)

Device

Collapse |

_ g Mode 1 Local Hard Disk
—M MNode 2 Local Hard Disk

|_gm Mode 3 Local Hard Disk
—m Drive Array Hif
M Drive Array Iif

—M Drive Array 1if

< < [vlove

Remove ==

Services

Windows 2000 Datacenter Server
Quorum Resource

Membership Database

Content Catalog Dakabase
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Answer:

The cluster service cluster is shown in the cluster diagram, You need to decide which service should be placed on each
service, Move that appropriate service to each device. {Use only services that apply. You might need to reuse services)

Device Services
Collapse |
g Mode 1 Local Hard Disk Windows 2000 Datacenter Server
YWindows 2000 Datacenter Server Cuorum Resource

Membership Database

1M Hoda'2-Lagdl Hard Diss Content Catalog Database

Windows 2000 Datacenter Server

_ g Mode 3 Local Hard Disk,
Windows 2000 Datacenter Server

M Drive Array H:f < < MMove
Qun:-rum Resource

M Drive Array If
Membership Database Remove:

—M Drive Array 1i)
Conkent Catalog Database

QUESTION 91

IUse the domains and trusts provided bo create a diagram showing the appropriate trust relationships. All
domains are Windows 2000 domains and have a DINS root name of lucernepuplishing.com. (Use only domains
and trusts that apply.)

Ore-wan
Two-may

Transative, Shorkout

Place Placs
Partners here é Web é here Empoyess
L ,¢~ k1
Place here
|
Members
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Answer:

Ise the domains and trusts provided to create a diagram showing the appropriate trusk relationships, all
domains are Windaws 2000 damains and have a DNS rook name of lucernepuplishing. com, (Use anly dormains
and krusts that apply, )

One-way

Twwo-iuay
Transative, Shorkcut

Parthers I—One-way % wWeh é@ne-way — Employees

Transative, Shorkcut

Members |

QUESTION 92

Conbent deployment is shown in the content deployment diagram. You need to design a method to display an apphcation
update from Prel to the production custer. Identify the process that you should include in your design. Maove the
processes from the Processses pane to the Crdered List of Processes pane, and arrange them in the appropriste order
(Use only processes that apply)

Ordered List of Processes Processes
Reploy the apphecation from Prel to Prodl
l- Place first step here hﬁm synchronization on Prod3
l Bring Prod1 and Prod2 back online for load
Place second step, if any, here Tb““'wwl ST ———

Disable automatic synchronization on Prod3
—————— |and Prod4 _
c<Move le and Prod!

Flace third step, if any, here

Place fourth step, if any, here

Place 5th step, if any, here

Flace 6th step, if any, here

Answer:
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Conkent deployment is shownin the content deployment diagram, You need ko design a method ko display an application
update From Prel ko the production clusker, Identify the process that you should include in your design, Move the
processes from the Processses pane to the Crdered List of Processes pane, and arrange them n the appropriate order
(Use only processes thak apph)

Ordered List of Processes Processes

4 |Take Prodl and Prodz ouk of load balancing
¥ | Disable automatic synchronization on Prod3

and Prod4

Enable Content Deplovment Service bebwesn

Prel and Prodl

Deploy the application From Prel ko Prodl

Reenable automatic syncaronization on Prod3

and Prod4

Bring Prodl and Prodz back online for load

balancing

Remove -
Explanation:

When using content deployment the production services must not be interrupted.
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You need ko design authentification services for different user accounts, Move authentification services ko the
appropriate account bypes, (Use only authentification services that apply. Use authentification services only once.)

Account Type

Collapse |

_ g Subscription Accounts

—M Partner Accounts

_m Employes Aocounts

< = Mowve

Remove ==

Answer:

Authentification services

Basic/S5L

%.509 Certificates Mapped to Active Directory
Accounts

Kerberos
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Yo need ko design authentification services For different user accounts, Move authentification services to the
appropriate account bypes, (Use only authentification services that apply, Use authentification services only once.)

Account Type Authentification services

Collapse |

_mm Subscription Accounts
Basic/35L

—M Parkner Accounts

#5609 Certificates Mapped to Active Directory
Accounks

_mm Employes Accounts

Kerberos
< < Move

Remove =

Topic 11, Consolidated Messenger, Scenario

Consolidated Messenger is a newly formed joint venture of a large telecom company, a
major publisher of textbooks and a large computer manufacturer. The purpose of the
business venture is to become the standard wireless education in element and secondary
schools. Development and marketing of an e-book will be central to business. The e-book
is a durable computer that has a flat panel display capable of handwriting recognition and
wireless communication. The device has a smart card reader.

All equipment supporting the proposed Web solution will be new. The equipment will be
located at an Internet data center in San Jose that has two separate connections to the
Internet. Business and engineering employees supporting the joint venture will also be
located in San Jose.

Business Requirements

The following must be met:

1. School administrators must be able to create new user accounts and manage security
group membership of teachers and students. There must be a method to allow students
who have lost or forgotten their smart cards to gain access to their assignments. This
method must not comprise account integrity.

2. Teachers must have access to library of assignments. Teachers will select assignments
from the library in the same way that online purchase selects products for their shopping
cards. Each teacher will first assemble the work for the class. After teacher approves the
work, it will be dispensed to students.

3. There must be a reliable method for students to download and submit assignments.

4. Teacher must be able to query and analyze test results by student, class or assignment.
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5. Teacher and student must be able to personalize their home page from a menu of news
and interest items.

6. Consolidated Messenger plan introduce a demo of the e-book prototype. Three-year
projection is for 1-millon accounts for teacher and students. Number of accounts is
projected to double each year after the third year.

Technical Requirements

With smart cards and PIN student will be authenticated with any e-book as well as at
home offline. Teacher will be able to make assignments from configured computer that
use smart card readers from home or school.

e-book:

1. Highly durable

2. Uses pen navigation

3. Windows 2000 and Internet Explorer application

4. Smart card readers

5. Capable of two-way wireless computer

6. USB for firmware: printing, keyboard and wireless connection opt., has hard disk
e-book gateway hub:

1. Gateway connection established by Internet

2. Proxy server for caching and security

3. Support for proxy array

4. A multiple subnet that have more than 500 students

5. Wireless transmission

6. application based and simple to install support

e-book Web site:

1. Uses Windows 2000 solution

2. All content stored on Consolidated Messenger web site

3. Must be high performed and highly available

4. Support 10,000 assignments, contain subjects such as history, science, math and art.
Each assignment will average 100 KB assignment update one each semester.

5. Network hops for downloading assignments will be minimized

6. Use smart card authentication. Active Directory local domain controllers might be
required.

7. Internet linkage

8. Support flexible hierarchical authorization

9. Support secure online purchase (incl. Shopping basket)

Topic 11, Consolidated Messenger (7 Questions)
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QUESTION 94

%ou need to plan For highest possible level of performance, Fault tolerance and scalability. Move data bvpe to each
clusker service,

Cluster Service Data Type
Collapse |
_m File Server Cluster Partition & History and art assistant

active Directory acc,

—M File Server Cluster Partition B
- Complete assignments From students in

@ ‘Web Cluster 4 eastern part of the country

_m ‘Web Cluster B Science and math assignment
Complete assignments From students in the
cauntry

Complete assignments From skudents in west
< < Move part of the country

Remove:> =

Answer:

QUESTION 95
Need to define which information will be stored in Active Directory. Which
information should be placed in Active Directory? (Choose all that apply)

A. Event logs

B. Profile path

C. User profile

D. Home work assignments
E. Shopping transactions

F. Group membership

Answer: B, F
Explanation: Profile path and group membership (B&F) seem like the only good

answers.
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Incorrect Answers:
C, D: Why would you add the profile?

QUESTION 96
Which affinity setting should you set in the Consolidated Web site?

A. None on Web cluster, Single on SSL Web cluster
B. Class C on Web cluster, None on SSL Web cluster
C. None on Web cluster, Class C on SSL Web cluster
D. Single on Web cluster, Class C on SSL Web cluster

Answer: B

QUESTION 97

Want to analyze end-to-end bandwidth requirements. A teacher at new school has 4
classes with 25 students each. He gives all students the same 5 assignments. Each
student downloads assignments. Total amount of data sent to school?

A.1MB
B. 8 MB
C.25MB
D. 200 MB

Answer: A

5 assignments * 200 kB * 1 download/assignment (since there's a proxy at each school)
=1 MB

Alert!: The real question is worded differently that would imply that the caching was not
a factor.

QUESTION 98
Need to design redundancy for web site. Which element to include?

A. Configure 2 round-robin DNS for www.consolitedmessenger.com host name

B. Configure 6 round-robin DNS for www.consolitedmessenger.com host name

C. Configure 2 round-robin DNS for www.secure.consolitedmessenger.com host name
D. Configure 4 round-robin DNS for www.secure.consolitedmessenger.com host name
E. Create a secure cluster and Web cluster that spans 2 subnets

F. Create a secure cluster and Web cluster on one subnet and secure cluster and a Web
cluster on another subnet.

G. Use IP load balancing that uses dedicated third party outboard box on

Answer:
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Need a backup strategy for Consolidated Messenger. Which two elements do you

include in procedures?

A. Routinely back up of staging server
B. Routinely back up every NLB SSL Web cluster server
C. Routinely back up data on Cluster service cluster
D. Routinely back up each school gateway hub.

E. Routinely back up NLB Web cluster server

Answer: A, C

QUESTION 100

You need ko design networl; and data service, Move each item to the application.

Application

Collapse |

_ g =-book Gateway hub
—M ‘Web site front zone
g "Web site middle zone
—M ‘Web site back zone

< < rlove

Remove >

Answer:

Item

complete homework assignment

MNAT

IF filkering applied to Internet Interface
Public and private IP addresses

Heartheat private nebwork

Completed Web store purchase transackions
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